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MEMORANDUK FOR: LDeputy Director of Security (PEI)
Chief, Security Staff, OD&E
Chief, Security 3taff, CL
Chief, Technical Security Division, (0N
Chief, Information Revlew Group, 03
Chief, Special Securlty Center, 03
Chief, Information Systems Security Group, 0OS
Chief, Safety Branch, PhySD/0S
Chief, Domestic Security Branch, Phy2D/0S8

FROM: I
Chief, yslca ecurity Division, OS

SURJECT: Draft of "Standard Security Procedures for
Contractors™ (U/AIUC)

1. (c) Porwarded for ycur review and corment 18 the
first of the series of uniform industrial securlity mamials
being prepared by this Office as directed by the Director of
Central Intelligence. This first Security Manual conslsts
of a basic document pertalning to Cffice of Lozlstiles
contracting, where. the assoclation of the Agency with the
contractor is unclagsified (AU); a small Annex pertalining to
association classified (AC) contracts; and an Annex of only

one page defining speclal requirements for contractor access
to Agency faclilities. Included as Appendices are excerptes
fron applicable Federal Otatutes and Executive Orders, forms,
construction specifilcations, Defenslve Security Briafing
Guidelines, and Sound Transmisslon Class Stancards.

2. (C) Pollowing 1ts approval by the Director of
Security, we would envislon that the Basic Marual, entitled
nstandard Security Procedures for Contractors," would be sent
tocether with its five Appendices to all Office of Logistics
contracteors whose Agency assoclation 1s unclassified.
mhose Office of Loglstles contracteors whose Agency asgocliation
1s elaseified would receive the same Raslc Banual and the
five Appendices, hbut would, in addition, receilve the small
annex I, which contains those few security rezulations which
are unique to Office of Loglstics contractings when the
association with the Agency is classified. Arnex 1T,
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which concerns itself with rules for contracter perzscnnel who
require access to Azency facllitles, would be sent ovlv to
thoge Cffice of Loglstics contractora with a need to know
those procedures. The lattev wlzht be elther AU or AC
contractors, depending on the circumztances,

3. (C) We believe that "2tandard Security Procedures
for Contractorg" can be controlled with the caveat FCR
OFPFICAL USE CNLY, Its Association Classiried Annex I would
be classified CONFIDENTIAL, as would Annex II, cconcerning
contractor accegs to Agency facllities. Ve bellieve Annex II
should be classified CGHFIDEMTIAL because itz reference to
the use of polygraph would surface the "Custcocnmer™ as either
the Central Intelligence Agency (CIA) or the Hational Securitv
Agency (liSA), since only CIA and NSA conduct polyzraph
examinatlony of industrial contractor personnel.

4. (U/AIUQ) We would suggest that "Standard Security
Procedures for Contractors™ be published in & locse-leaf
format similar to that currently used for Headquarters
Regulations. This approach would greatly facilitate updating

and would make it simple to add new material or to change the
cverall classification of the Manual 1tself, depending on the
AU or AC nature of the contract.

5. (U/AIU0) The three column Tormat presented in this
draf't has been chosen for ezae of reference The luft-hand
celurm containg tie old AU "White Pook" ir its entirety, an
those portlons of the old AC "Creen Pook" which are app¢_cahle
to AC contracting and Agency facility acecess. The center
coelupn contalns the propesed manual, underlined whers 1t
ciffers from the old The pight-hand celunn contains the
raticnale for the cn c“an<ﬂ

H. (U/AIVC) It will be helnful to rementer while
reviewlng these papers, that thls iz but ene of three
Uniform Security anual revislons currently underway 1in thils
Crfice. The secondé is a new Industrial Security Manual
for use by Hatlonal Preouyrazn ceoncractors, The third is a new
Haslce Sensitive Compartrented Information (5C0I) »anual, and
concerns itsell, for the mnst paprt, with these induast 1‘1
ccnf racters whe are invelved in Agency-funded ICI contracte.
culd have zppropriate Annexes pertalning to &8I, to TH, %o
and te AT and AL contraculne as apprepriste., The
axity of fthis arrangerent 1z necessitated bv compartron-
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uniformity, and you will note that in nume instances in .
our new draft we have referred to existingmprocedures. 25X1A
Please be mindful of the fact that changes recommend in o
this draft should be as uniformly applicable as possible to

all Agency 1industrial contracting at whatever level of
classification or compartmentaticn.

7. 1t is emphasilzed that coordination, at this Jjuncture,
is to be totally within the Agency and that recipients of
thls draft are not to provide copiles, or portions thereof, to
contractor personnel nor are they to sollcit contractor
input. We would appreclate recelving your written comments 25X1A
no later than close of busilness 22 November 1978. Should you
have questions concerning this matter, please refer them to
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respectively, or on blac
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cc: DD/PTOS
Att

Distribution:
Orig - DD/PSI
- C/SS/0D&E
- C/83/0L
- C/TSD/0S
- C/IRG/0OS
- C/SSC/08
- ISSG/0S
SB/PhySD
- DSB/PhySD
- ISB Subject
Chrono
b (2 November 1978)
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